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Access control system is a crucial component to ensure 

enterprise safety. Authors of [1] have proposed a novel access 

control system, where standalone RFID tags are set near turnstiles or 

smart doors, whereas in a classical scheme more expensive RFID 

scanners as installed. Each tag contains information about turnstile 

(such as name and location). To get an access permission the user 

should take the phone to the tag and then take a photograph in a 

special application. The application comes bundled with the system. 

To operate, the smartphone should have an NFC chip. Such chips are 

more and more widespread nowadays as they are being used in 

contactless payment systems such as Google Pay, etc. The proposed 

architecture significantly reduces installation and maintenance costs. 

Also, by always storing the photographs in the system, the enterprise 

security team can always track who has entered each turnstile in 

retrospect. However, at this moment the is no way to ensure that the 

photograph captured by the user actually contains a face. The goal of 

this work is to propose a solution to this problem. 

In this work we introduce two new components to the system: 

face detection and anti-spoofing. As we are required to implement 

the new functionality without increasing server load, it has been 

decided to implement both of the components directly on a mobile 

device. 

For the face detection phase, we have adapted MTCNN neural 

network for inference on a mobile device. As is shown in survey [2], 

the network is widely used and is fast due its cascaded architecture. 

Together with information that the frame contains a face, we also 
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infer face bounding rectangle and locations of five facial landmarks 

(tip of the nose, eyes and mouth corners). Such information can be 

important in future, if further face processing is needed. In fig. 1, a 

face detection is shown. As can be seen from the status bar on the top 

of the screen, the system allows the user to take a photograph and 

proceed. In cases when multiple faces or no faces (as in fig. 1, b) are 

detected, the system forbids the access. 
 

   
a b c 

Figure 1 – Working mobile application examples: a – face is 
detected, liveness detection succeeded, access is allowed; b, c – 
access is forbidden: the frame doesn‘t contain a face and anti-

spoofing detection failed correspondingly 
 

An obvious question arises, what the system can do if the 
person holds a valid photograph of some other person. Such a flow 
would make the system nearly as insecure as the original one. To 
handle this problem, anti-spoofing mechanism is also introduced. 
Anti-spoofing (also known as liveness detection) is a system that for 
a given frame with face image should say whether the person takes a 
photograph of his own face, or is he holding a photograph. In our 
system we set a goal to detect: printed photographs (be it grayscale 
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or color image), pictures or video recordings played on a smartphone 
or another device. We also require the system to properly work even 
in cases when pictured face is full-frame large. 

As is shown in [2] MobileNetV2 [3] architecture is widely used 
for many of the mobile applications, including those related to face 
processing. Thus, we have selected this network for the anti-spoofing 
detector. From figure 1, a and c two spoofing detections can be seen: 
a – face is detected and said to be real, c – face is detected, yet it 
seems to be a picture of a photograph. In the status bar we also 
present spoofing type (in this case the picture is shown on a 
smartphone). It should be noted, that with the same motivation as 
before, the network inference has been moved to the mobile device. 
While neural networks are known to be computationally expensive, 
by a careful architecture selection, we have been able to achieve real-
time execution of the both networks. 

Conclusions. Two novel improvement to the access control 
system with RFID tags have been presented, namely: 1) a face 
detecting neural network that has allowed us to implement a check 
whether the frame contains a face and only one face; 2) anti-spoofing 
component (liveness detector) to say whether the face picture is real 
(alive) or someone wants to trick the system by holding someone‘s 
photograph. We hope that the presented system enhancements will 
lead to safer enterprise access systems in future. 
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