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I. INTRODUCTION 

A correct choice of access control system is crucial for security as an illegal access can cause 

a loss of sensitive information or severe equipment damage. Most systems use RFID cards (plastic 

cards with a special chip) for access control. It is enough to take the card to the scanning device and 

a corresponding gate or turnstile will let the user in. In case of card loss or deliberate transfer to 

third parties, such a system is unable to track down a foreign access. Camera or stationary face 

detection terminal installation might be considered as a solution to the problem, yet such systems 

remain expensive [1]. 

II. LITERATURE OVERVIEW 

Authors of [1] have introduced a cheaper access monitoring system, which proposes to install 

autonomous RFID tags (also known as NFC tags) near a smart door or a turnstile. Person identity is 

verified through the developed smartphone application. In order to open a door the user has to be 

registered in the enterprise’s system. To detect illegal access in case of smartphone loss or 

deliberate transfer to third parties, the system requires the user to provide his or her photograph 

when opening the door. This makes it possible to compare the photograph during registration 

against the one during door access (fig. 1). One of distinctive features of the proposed system is that 

it doesn’t require RFID scanners – all of the necessary sensors are already available in the user’s 

smartphone, which lowers the system’s installation price to bare minimum. Yet the system has a 

drawback, namely it allows or denies user access only based on the registration account. The 

photograph which the user submits when entering a gate might not contain a face. Obviously, such 

photographs can be easily spotted by the security team, however, this might happen too late. 

III. PROPOSED MOBILE APPLICATION 

Here we propose to extend the described system’s capabilities by using a face detection 

system. Having considered a review article [2], we have decided to utilize MTCNN neural network 

[3], which can detect faces with large pose and varied lighting conditions or background. This 

network contains a three-network-cascade. Each stage of the network refines prediction of the 

previous stage. Such network architecture has made it possible to make the network fast and 

accurate at once. In addition to face detection, MTCNN also detects 5 facial landmarks (eyes, 

mouth corners and nose). Survey [2] has a special mention of MTCNN network due to its 

applicability to a wide spectrum of face processing algorithms. Such an advantage will make a 

further extension of the proposed application possible. Figure 2 has a screenshot of the developed 

face and facial landmark detection system. 

To avoid an excessive enterprise’s security system server load, neural network inference is 

performed directly on a mobile device. Furthermore, it enables the system to show the detected face 

and facial landmarks in real time. In cases, when multiple faces or none are detected, the user will 

get a corresponding notification in the upper part of the screen and the gate will remain locked. 
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Figure 1 – Monitoring panel [1] 

 
Figure 2 – Proposed mobile face detection system at work 

 

It is worth mentioning, that according to [2], facial landmarks are needed for the face 

alignment procedure, which is frequently used as a preprocessing step for the face verification 

algorithm, when the system will say whether face photo at the gate and at registration time pertains 

to the same person or not. 

IV. CONCLUSIONS 

In the presented paper MTCNN neural network has been integrated into RFID access 

monitoring system. Network inference is performed directly on the user’s mobile device. The 

proposed modification eases detection of illegal enterprise access in case of user’s smartphone loss 

or theft, which enhances company’s access control system security without increasing main server 

load. Also, the paper has a preliminary step for the face verification system implemented. We hope, 

that the proposed system will find its implementation in many companies and will enhance their 

security.  
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